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 Cloud storage is an important service of cloud computing which offers services for data 
owners to host their data in cloud. As the usage of the cloud increases, data security in 

cloud becomes an important thing to be concentrated in current scenarios. Cloud 

computing provides a way to share distributed resources in the organization. Since it is 
an open environment there arises a lot of security and privacy issues. In existing cloud 

storage, data access control becomes a challenging issue. It basically deals with user’s 

privacy and security service. Thus a privacy based security service in cloud is required. 
In this paper, we propose that security is achieved through domain based cloud service 

using hierarchical attributed based encryption scheme. The hierarchical attribute based 

security is provided by means of having a hierarchy like superior level cloud authority, 
domain authority and finally users. Users can be private and public users. Users within 

the domain are termed as private users and users outside the domain are termed as 

public users. Private users can store their data in either private mode or public mode in 
the domain based cloud service. In order to  enhance the security, we propose a 

dynamic assignment of encryption algorithm for the data to be stored on cloud based on 

their file format such as data encryption standard (DES) for low priority files, Advanced 
Encryption Standard (AES) for image files and Homomorphic Encryption  scheme for 

high priority files. 
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INTRODUCTION 
 

 Cloud computing is a general purpose technology that greatly impacts economy in terms of energy, cost and 

efficiency.  It has emerged from distributed computing, evolved incrementally from conceptual grid computing 

and has been shaped by various other concepts. Organizations such as e-governments, e-learning, hospitals and 

health care are benefiting from this technology.  Moreover, cloud is based on different service models which 

include the pay-per-service and the pay-per-use service models. These enable organizations to provide low cost 

flexible growth (A. Bhargav-Spantzel et al., 2007). 

 There are three distinct models for cloud computing service – infrastructure-as-a-service (IaaS), platform-

as-a-service (PaaS), and software-as-a-service (SaaS). Each offers a different balance of control and 

responsibility between the host and the client business, making it more or less appropriate to a particular set of 

business requirements. Figure1 illustrates the Various Computing  models of the cloud.  In SaaS model a 

software provider license a software application to be used and purchase on demand. This service runs on cloud 

and multiple end users uses it. Basically it runs on web browser e.g. Gmail. Applications can be accessed 

through network from various clients (I-Hsun Chuang, 2011).   In an IaaS model, it offer a service to get a 

virtual server in few minutes and pay only for the resource they use (Jianfeng Yang and Zhibin Chen, 2010).  

Virtual or physical hardware resources are provided as a service, making significant use of server virtualization. 

The cloud provider is responsible for security, management and control of the underlying cloud infrastructure 

that includes operating systems, virtualization technology, computer servers, storage and networking 

components. Virtual or physical hardware resources are provided as a service, making significant use of server 

virtualization. The cloud provider is responsible for security, management and control of the underlying cloud 

infrastructure that includes operating systems, virtualization technology, computer servers, storage and 

networking components. 
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 A PaaS platform enables developer to write application those run on cloud (Junchao Li, 2010). It has highly 

scalable multi tier architecture. The difference in PaaS from SaaS is that SaaS only host completed cloud 

application where PaaS Offer a development platform for both completed and in progress cloud application.  

 

 
 

Fig. 1: Various Cloud Computing Models. 

 

 Keeping aside the benefits of this technology, organizations now face significant security challenges such 

as privacy, data leakage and identity protection while migrating applications and sensitive information to and 

from the cloud (K. Gunjan et al., 2012).  Since services are outsourced to a remote server, security and privacy 

are of immense concern in cloud computing. In one hand, the user should authenticate itself before initiating any 

transaction, and on the other hand, it must be ensured that the cloud does not tamper with the data that is 

outsourced (Sushmita Ruj et al., 2012). 

 Even though cloud computing has become very popular among businesses. However, one of the biggest 

hurdles in the widespread adoption of cloud computing is security. The multi-tenant nature of the cloud is 

vulnerable to data leaks, threats, and malicious attacks. Therefore, it is important to have strong access control 

policies in place to maintain the privacy and confidentiality of data in the cloud. The cloud computing platform 

is highly dynamic and diverse. Current access control techniques, like firewalls and VLAN, are not exactly well-

suited to meet the challenges of cloud computing environment. They were originally designed to support IT 

systems in an enterprise environment. In today’s cloud computing platform, thousands of physical and virtual 

machines are added and removed every day, and the current access control mechanisms are not enough to 

handle this dynamic environment. 

 The structure of this paper is organized in the following manner. The Chapter 2 contains related works to 

enhance the security in cloud computing and issues are focused. The Chapter 3 describes the existing system, 

their features and issues. The Chapter 4 contains the existing systems and their features. Finally Chapter 5 

contains our proposed system with its module description with workflow and its advantages. 

 

2. Related work: 

 DaweiSun et al. (2011) proposed a survey on analyzing security, privacy and trust issues. They mainly 

aimed to highlight the major security, privacy and trust issues in existing cloud environments and also to 

provide flexible service, storage and platforms in transparent manner. The drawback of this system is File 

transparency. Using unique attributes poses many tangible security challenges as accessibility vulnerabilities 

etc. The field to be concentrated would be on the analysis and evaluation of privacy, security and trust issues. 

Security, privacy and trust dimensions should be increased with advancement of cloud computing and 

increasing number of cloud user. 

 UmerKhalid et al. (2013) proposed a scheme that is mainly focused on user authentication and authorization 

protocols. Mainly proposed to protect against identity threats and data leakage.  Protocol: anonymous 

authentication and authorization protocol (OAuth, OpenID, Shibboleth).  The drawback of this technique is that 

the Open ID method shares the user information to all other users in that particular site, thus making the user 

information more vulnerable. In order to maintain the confidentiality of the user data, privacy mechanism for the 

user has to be improved. 

 TaehoJung et al. (2013) proposed a scheme that aims to protect user’s privacy against single authority. Key 

policy Attribute based encryption and Ciphertext Policy Attribute Based Encryption. In KPABE ciphertext is 

associated with set of attributes, the decryption is possible only if both the cipher text (attributes) and user’s 

secret key matches. CPABE specifies access policies over attributes. The drawbacks of this system is that in this 

multi authority cloud storage, users attributes may be changed dynamically and user may also have the control 

of revoking the current attribute. Existing attribute revocation methods are not efficient and are not suitable for 

dealing with attribute revocation problem in data access control in multi authority cloud storage. More 
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concentration on efficient attribute revocation method is needed in which cipher text associated with the revoked 

attribute needs to be updated and the updated information should be passed to all trusted users. 

 XeufengLiu et al. (2013) proposed a scheme that mainly focused on multi user data sharing issues. By using 

group signature and dynamic broadcast encryption allows data owners to securely share data even with new 

user. The drawback of the proposed scheme is that new users can decrypt the file that are been uploaded even 

before their participation. Thus there occurs a lack of privacy. In order to overcome this issue, hierarchy based 

access control mechanism is needed. 

 Monique Oyburn et al. (2013) proposed fully homomorphic (both Addition and multiplication), Partially 

homomorphic (addition or multiplication), somewhat homomorphic (perform more than one operation but 

limited number of addition and multiplication). Allows users to securely transmit, store and process encrypted 

data. This concept of security in cloud  enables providing results of calculations on encrypted data without 

knowing the raw data on which the calculation was carried out. Thus data confidentiality can be achieved 

through this Homomorphic Encryption technique. 

 Umme Habiba et al. (2014) proposed that Cloud based Identity Management System (IDMS) that require 

dynamic synchronization, scalability and access control. The drawback of this scheme is that failure that occurs 

as, Service automation, increased user control, naming and identifying of resources, interoperability of identity 

information, identity life cycle management. Management of sensitive identity information raises many privacy 

and confidentiality issues. Concentration is needed for Cloud IDMS. It should have updated and synchronized 

identity information to avoid any conflicts caused by usage of old user data. In order to avoid the conflicts in the 

management of sensitive identity information, a domain based authority service is needed.  

 

3. Existing System:  

 Cloud computing is a set of IT services that are provided to a customer over a network on a leased basis. 

Despite the potential gains achieved from the cloud computing, the organizations are slow in accepting it due to 

some security issues and challenges associated with it. Security is one of the major factor which slow down the 

growth of cloud. To prevent sensitive data from unauthorized users, a strong access control mechanism is 

needed.    

 In existing system many issues has been occurred in different cases, the major issues that are being focused 

are file transparency in the cloud storage, this brings the issue that when a file is being visible to every users 

then there occurs lack of confidentiality. In order to overcome this issue, file transparency should be hidden to 

unauthorized users. This can be achieved by providing hierarchy based domain level security in cloud.  Another 

issue that is being focused is that same encryption techniques used for uploading different kinds of files in 

cloud. Thus by hacking a single file may disclose the encryption technique being used and can enable the hacker 

to hack numerous files. This can be prevented by introducing different encryption scheme for different file 

formats such as Data Encryption Standard for least important files, Advanced Encryption Standard for image 

files and Homomorphic Encryption scheme for most important files. 

 The solution is to provide a Hierarchical attribute based security by means of having a hierarchy like 

superior level cloud authority, domain authority and finally users. In this users can store their data in private 

mode in the domain based cloud service. And the usage of different encryption algorithms for the data to be 

stored on cloud based on their file format enhances the security and efficiency. 

 

4. Proposed System-Habpp Model: 

 In this paper, we propose that security and privacy are achieved through domain based cloud service using 

hierarchical attribute based encryption scheme.  The Hierarchical attribute based security is provided by means 

of having a hierarchy like superior level cloud authority, domain authority and finally users. In order to enhance 

the security, we propose a dynamic assignment of encryption algorithm for the data to be stored on cloud based 

on their file format such as Data Encryption Standard (DES) for low priority files, Advanced Encryption 

Standard (AES) for image files and Homomorphic Encryption schemes for high priority files.  

 Our proposed system is a Hierarchical Attribute Set Based Encryption (HASBE) scheme for access control 

in cloud computing. HASBE is applied for hierarchical level user access, data file creation, file access, user 

revocation, attribute revocation and file deletion.  The cloud is managed by a cloud authority. The cloud 

authority consists of Public users and Private users. The domain authority has control over the users of their 

domain. The activities of the private users are monitored by the domain authority.  

 The private users are capable of uploading the files as private and public. The public files that are uploaded 

by the private users have the file visibility within the domain and can be accessed by the users of same domain 

without any security key. The private files that are uploaded by the private users have the file visibility within 

the domain and can be accessed only by users who have the secret key.  

 The Public users can also upload the files in the private and public mode. When the public user uploads the 

public file, the visibility and accessibility of the file is public and also any cloud user can access that file. When 

a private file is being uploaded by a public user then the file visibility is public and accessibility is given only to 
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the users who have the secret key. We also provide individual encryption algorithms for low priority files, high 

priority files and image files in order to increase the complexity for hackers and to reduce the computational 

cost.  

 

4.1 Habpp Model – A Proposal: 

 The below Figure 2 represents the HABPP model that explains the overall functions that are carried out 

while uploading a file in cloud.  

 The cloud authority is the highest level of authority in the cloud space owned by the organization. The next 

level of hierarchy consists of the domain authority and the public users. The domain authority consists of the 

private users and their actions will be coordinated and controlled by the domain authority. Both the private users 

and public users have the capability to upload the files.  In order to securely store the file in the cloud the users 

initially encrypt the files and then stores them in cloud. The security levels could be enhanced by two ways such 

as by generating a hierarchical attribute based one-time password and enabling dynamic assignment of 

encryption algorithms based on the priority of the file.  

 
                                 

 Fig. 2: Habpp model. 

 

 While uploading a file the user sets the priority to the file such as high priority and low priority. Based on 

these significant level set by the user, encryption algorithms will be automatically assigned to the data files such 

as Data Encryption Standard (DES) algorithm for lower priority file,  Advanced Encryption Standard (AES) 

algorithm for the image files and the Homomorphic encryption algorithm for the high priority files.  The Data 

Encryption Standard is a block cipher, meaning a cryptographic key and algorithm are applied to a block of data 

simultaneously rather than one bit at a time.   The Advanced Encryption Standard is a 128 bit fixed size block 

encryption. Its key size ranges from 128 to 256. It uses the same key for both encryption and decryption. 

Homomorphic encryption is the conversion of data into cipher text that allows complex mathematical operations 

to be performed on encrypted data without knowing the raw data on which the calculation was carried out.    

 These encryption algorithms will be assigned dynamically to the data files and by doing this kind of 

dynamic assignment, efficiency can be improved.    When the user wishes to decrypt the files, he will be 

provided by a one-time password which is generated based on the attributes that are derived on a hierarchy basis 

(i.e.) the password contains some attributes that are being taken from the various hierarchy levels and it is 

randomized.  

 The users can upload the file in two modes such as the private and public mode. If the private user uploads 

the file in the private mode, then the file visibility is within the domain and can be accessed only by the 

authorized users. If the private user uploads the file in the public mode then the file visibility is within the 

domain and can be accessed by all the user of the same domain.   When the public user uploads the file in the 

private mode, then the file visibility is public and can be accessed only by the authorized users. When the public 

user uploads the file in the public mode, then the file visibility and accessibility is public and any cloud user 

within the cloud authority can access and view them. 

http://searchsecurity.techtarget.com/definition/block-cipher
http://whatis.techtarget.com/definition/bit-binary-digit
http://searchcio-midmarket.techtarget.com/definition/ciphertext
http://searchsecurity.techtarget.com/definition/encryption
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  4.2 Implementation Stages: 

 The HABPP model explains the overall functions that are carried out while uploading a file in cloud. It was 

categorized in four stages.  They are 

 Data Owner 

 Data Consumer 

 Domain level Security 

 Cloud Server 

 Dynamic assignment of encryption technique 

 

Data Owner:  

 The data owner is one who uploads their data in the cloud server. The data owner encrypts the data file and 

then store it in the cloud. The data owner can upload the file both in the private and public mode.   Based on the 

mode that is set by the data owner the accessibility and visibility of the file will vary. The data owner also sets 

the priority of the file based on the significance of the content present in the file. The one time password that is 

generated when the data consumer wants to access the file is a combination of attributes that are derived from a 

hierarchy basis.  The encrypted data file is stored with the corresponding attributes. If the associated attributes of 

a file stored in the cloud satisfy the access structure of a user’s key, then the user is able to decrypt the required 

file. 

 

Dynamic assignment of encryption technique: 

 The user while uploading the files will set the priority for the files based on the significance of the content 

present in the file. The user can set the priority levels such as the higher priority and lower priority. Based on 

these priorities set by the data owner, encryption algorithms will be dynamically assigned to the files such as the 

Homomorphic encryption scheme for the higher priority files enabling a high level of security for the important 

contents of the document and the Data Encryption Standard algorithm for lower priority files is assigned. In 

addition, for the image files advanced encryption standard will be assigned. Thus this kind of dynamic 

assignment of encryption algorithms will improve the security and the efficiency in terms of computational cost 

and time which are some of the important parameters to be considered. 

 

Data Consumer:  

 The data consumer is the one who wishes to view and access the files. The private user’s actions are 

monitored by the domain authority who is in turn monitored by the cloud authority. The public users are directly 

under the control of the cloud authority. The visibility and accessibility of the files for the data consumers 

depends upon the mode of the file in which it is uploaded and the authorization rights of the consumer. The user 

who wants to access the data has to provide the decryption keys and the one time password provided to him in 

order to access the files that are stored in the cloud thus emphasizing the concept that only authorized user can 

access the file. 

 

Domain level Security:  

 The cloud authority authorizes the top-level domain authorities.  A domain authority is trusted by its users. 

Users may try to access data files either within or outside the scope of their access privileges. Each domain 

authority is responsible for managing the users of their domain.  The system model consists of a cloud authority, 

multiple domain authorities, and numerous users. The cloud authority is responsible for authorizing the top-level 

domain authorities. The domain authority on the other hand have control over its users.Cloud Server The cloud 

service provider manages a cloud to provide data storage service. Data owners encrypt their data files and store 

them in the cloud for sharing with other trusted users.  To access the shared data files, data consumers download 

encrypted data files of their interest from the cloud and then decrypt them.  

 

4.3 Performance Analysis: 

 The results are obtained based on the analysis done on both the existing and proposed system. It has been 

proved that the proposed system has a better performance result as compared to the existing system.  The 

effective usage of the encryption technique for different file formats based on their priority has taken the 

security of the data stored on cloud to the next level. And this dynamic assignment of encryption techniques to 

data has also improved the efficiency.  The performance analysis between the existing and proposed system is 

shown in the below figures 3and 4. Figure 3 represents the all categories of files uploaded have the same 

performance and security levels.  Whereas Figure 4 represents different categories of file that are being 

uploaded shows and enhancement over security and overall efficiency of the system.  
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4.3 Working Mechanism of HABPP Model: 

 

 

 
 

 
 

 Fig. 3: Efficiency of Existing System. 
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Fig. 4: Efficiency of  HABPP Model.  

 

Conclusion: 

 Although cloud computing has become very popular nowadays, security is one of the biggest hurdle in the 

widespread adoption of cloud. And the multi-user nature of the cloud makes it vulnerable to data leakages, 

threats and several malicious attacks. Hence, it is important to have strong access control policies in place to 

maintain the privacy and confidentiality of data in the cloud. Thus a Hierarchical attribute based security is 

required. It consists of a hierarchical structure from the superior level cloud authority to domain authority and 

then finally users. In this, the user can store their data in either private or public mode. And the usage of 

different encryption algorithms for the data to be stored on cloud based on their priority level enhances the 

security. Thus the security and privacy of data will be improved thereby increasing the efficiency of cloud data 

storage. 
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